N

N

Probabilistic accident assessment in the context of the
french regulation

Clément Lenoble

» To cite this version:

Clément Lenoble. Probabilistic accident assessment in the context of the french regulation. 8. World
Congress of chemical engineering, Aug 2009, Montréal, Canada. ineris-00973347

HAL Id: ineris-00973347
https://ineris.hal.science/ineris-00973347

Submitted on 4 Apr 2014

HAL is a multi-disciplinary open access L’archive ouverte pluridisciplinaire HAL, est
archive for the deposit and dissemination of sci- destinée au dépot et a la diffusion de documents
entific research documents, whether they are pub- scientifiques de niveau recherche, publiés ou non,
lished or not. The documents may come from émanant des établissements d’enseignement et de
teaching and research institutions in France or recherche francais ou étrangers, des laboratoires
abroad, or from public or private research centers. publics ou privés.


https://ineris.hal.science/ineris-00973347
https://hal.archives-ouvertes.fr

INTRODUCTION OF FREQUENCY IN FRANCE FOLLOWING THE A ZF ACCIDENT

Clément LENOBLE", Clarisse DURAND"

" INERIS, Accident risks division, Parc Technologidil&ta BP2, F-60550 Verneuil-en-Halatte
” French Ministry of Ecology, Energy, Sustainable &lepment and the Sea, in charge of green techresaayid
climate change negotiations — General directoraterisks prevention — Technological risks departireGrande
Arche de la Défense, F-92055 La Défense Cedex

In France, regulations regarding risk preventiod sk management are the result of more
than 200 years of legislation, the evolution of ethhas often been consecutive to industrial
accidents. Two years after the industrial accidehtAZF (French initials for AZote
Fertilisant), a new law was introduced on July 3003 which described both prevention and
repair of the damage caused by industrial and abtlisasters. Since then, regulations have
been made considerably tighter and the entire agprtowards risk assessment has changed.

This law has developed very interesting tools fiek rassessment and risk management
(some of which are unique worldwide) and has itgtiathe use of frequency and probability
in the French system. Better information to the ligubstronger regulations, new
methodology for safety reports, over-hauling ofdarse planning and improved accident
analysis are some of the mainstays of the law.

Regarding the introduction of frequencies and phdltizes, as operators in France are free to
choose the methodology of probability assessmers, interesting to review the different
methodologies used by operators, with their adym#and disadvantages.

In the light of these elements, France’'s Natiomadtitute of Industrial Environment and

Risks (INERIS) has developed a methodology andstawhing at helping both operators and
authorities in the assessment of accident proliasili This methodology focuses on

installation characteristics. However, to deal vittk lack of input data, tools are developed
to build up available generic data regarding lobsamtainment, initiating events, safety
barrier failure rates and root causes distributions

Six years after the law of July 30, 2003 was pas#ieid now possible to highlight the
challenges and improvements brought about by teeotifrequency and probability in risk
assessment and policies developed as a result.

Keywords: AZF accident, probability, land-use plenyy frequency, safety barrier, risk
assessment, bow-tie, major accident

1. LESSONS LEARNED FROM THE AZF ACCIDENT

1.1 The AZF accident

The AZF factory belonged to Grande Paroisse (comphatained by the TotalFinaElf group). At the timethe
accident, the factory had 469 employees and a vemof 100 M€. The factory, located 3 km from trentre of
Toulouse (France — 750,000 people in 2001) ancsoded by a urban environment, produced fertilizerd a
variety of chemical products.

The accident

On September 21, 2001, at 10:17 AM, a huge detmmattcurred in the nitrates area of the factory €Rplosion
was felt up to 75 km and was compared with an gaeke with an intensity of 3.4 on the Richter scAleanalysis
of the consequences has led to estimate a TNT &guivbetween 20 and 40 tons (Barthéléetyal, 2001).
Windows broke up to 7 km and more than a thousasidibgs were destroyed.



After the explosion, important clouds of dust amdl fumes containing oxides of nitrogen and ammovéae
emitted.

Human and social consequences:

The accident left 31 people dead: 21 on the AZE, diton a neighbouring factory and 9 in the vigiraf the site.
Thousands of people were hospitalized (the Hauter@®& Prefecture counted a total of 2,442 peoplefak’
October 2001). The observed pathologies were ntiotils, explosions of eardrums and pleura, bruisespleen
and liver, as well as fractures and wounds duén¢ohlast wave, the falling-down of structures, lmmlglass or
projections...

For thousands of people, the AZF accident was amtgumatic experience. Approximately 5,000 peaulesulted
their general practitioner for acute post-traumatiess during the first few days after the digagtéVs, 2002).
According to experts, these numbers are underestihvas they only take into account the individwelte sought
medical care. The explosion was responsible foclpsipgical problems (depression, anxiety...).

Environmental consequences:
The explosion destroyed some of the tanks contgiainmonium nitrate and led to nitric acid leakstrdgjienous
and ammonia releases polluted the Garonne riveeatailed a fish mortality.

Economic consequences:

The AZF plant and the neighbouring factories weestbyed. About 1,300 firms (hiring approximateli, @00
people) were severely impacted by the accidenti{ipetal, 2004). The consequences were also dramatic als,roa
and public buildings such as schools, collegespitads... All in all, 25,000 dwellings were damagdd,, 180 of
which severely (ARIA, 2007). More than a thousaretewcompletely destroyed and more than 1200 fasriilél to
be rehoused in emergency after the disaster.

Insurance companies appraised the overall econoonisequences up to 2 billions € (ARIA, 2007).

Emergency response:

The external emergency plan was activated. A cdergre was installed within the establishmenttolial, 1,430
firemen and military men, 950 policemen, about 60tdrs, 32 nurses and 80 emergency medical teeimsicivere
called up (ARIA, 2007) .

A security perimeter was set up within a 500-meégetius. Many buildings and schools were evacudtedhe
vicinity of the site, the air, railway and roadffilawas entirely stopped.

Causes and circumstances of the accident:

Downgraded nitrates were stored in the shed 221vesr@ transported from different parts of the fagtby
subcontractors. At the time of the accident, thHadsheld between 300 and 400 tons of ammoniumtestra
According to the final legal expert report conclddthat it was a chemical accident, due to an aotide
combination of sodium dichloro-isocyanurate (SDI@ product used for water treatment) and ammoniitrate,
causing the explosion. The operator has alwaysalieg this theory.

Legal action:
Grande-Paroisse (as a legal entity) and the plasmager were charged with involuntary manslaughtet a

wounding.

The investigation gathered up to 140 policemenig¢jatipolice and forensic and technical police lattories) and
40 legal experts and lasted more than five yedrs.four-month trial ended on July 1, 2009 and thelict is due
on November 19, 2009.

1.2 Deficiencies identified

A thorough analysis of the accident has led totifleeome deficiencies:



The safety report of the AZF factory did not takéoiaccount the downgraded ammonium nitrates sioce it
was considered as less dangerous (because of Hilersquantity stored). As a matter of fact, théesareport did
not describe each possible accident scenario.

Urbanization has considerably spread out in thmitjcof the site since the launching of the cheahictivities.

At the time of the accident, the chemical site wasounded by business parks, hospitals, dwellings...

People living around the industrial site were natfgctly aware of the potential risks of such aaldgshment.

The ammonium nitrate storage facilities were notatly managed by the AZF company but by a subeottr,
whose knowledge of the products and the site cawlchetimes be incomplete. In addition to the 469 AZF
employees, 80 people regularly worked on the sitkveere hired by nine different subcontractors.

As a consequence, the French government cleathdstie need to reassess the whole approach aimeisis and
land-use planning and also to improve the inforarato the public and the consideration of subcatbra.

1.3The Law of July 30, 2003 and its mainstays

As a starting point, it is interesting to recallathin France, regulations regarding risk preventaord risk
management are the result of more than 200 yedegjisiation, the evolution of which has often beemsecutive
to industrial accidents. The accident of the gunmgewfactory that occurred in Paris in 1794 led torenthan a
thousand casualties. It brought about the impeléaree of October 15, 1810 about the factorieswieat sources
of nuisances or risks. Three categories of factorieere then defined (hazardous, insalubrious orsiogu
inconvenience) and the first elements of land-Uaemng were enacted. This decree as well as thefldecember
19, 1917 regarding “dangerous, unhealthy and ineoi@nt establishments” have established the fundtahrules
for risk prevention and land-use planning in France

The law of July 19, 1976 has modernized and updtitednonitoring of classified installations accoglito the
risks or nuisances that they generate. On the Earofevel, the council directive 82/501/EEC onrtiagor accident
hazards of certain industrial activities — so ahllee Seveso directive — in 1982, laid the basesafmmon policy
for the prevention of major industrial accidentbeT'Seveso II” directive, in 1996, introduced imiamt changes
and new concepts, such as safety management syster@gency plans and land-use planning.

Six years after the publication of that directivelawo years after the AZF accident, the law ol B0, 2003 was
introduced. It does not only deal with industrisdasters but also with natural disasters, as aonsspto floods that
happened in France (caused by the rivers Sommé, &bakr Hérault).

The law of July 30, 2003 regarding the preventioml aepair of the damage caused by industrial aridrala
disasters, along with government actions, has edablfocus on the following priorities:

Increase of the number of inspectors and improvémktheir training curriculum for a better reguéatiof the
classified installations and for a more efficientrol force: between 2001 and 2008, the numbenspectors
increased by 40%. In 2009, there are approximdt@l@0 inspectors in France, including 400 to 50€cidized in
Seveso establishments. Since 2005, the trainingcalum for inspectors has also been expanded mpdoved.
Within the first 6 to 8 months after the taking opthe position, inspectors have to attend two week courses
about the legislation and regulation concerningugtdal plants and specific regulations regardirgter and air
emissions, wastes, noise nuisances... Then, ovecdhese of the first three years, nine general @uabout
industrial risks, crisis management, soil contamdma etc. have to be taken. For Seveso inspectoxme
specialized courses about the safety report, safegnagement system, land-sue planning... are highly
recommended. Moreover, the inspectorate has coeunitt inspecting every year each of the 2,000 pigbrity
establishments (including the Seveso establishihemd every three years each of the 8,000 estatdists at
stake.

Creation of interregional units specialised in tembgical risks their role is to provide assistance on the
assessment of the safety reports of Seveso estalgids of severalépartementslt allows as well to harmonize
the decisions and to ensure the circulation of pesttices.




An Emergency Unit (CASU in French, standing forlGlel d'Appui aux Situations d'Urgence) has beeatex
within France's National Institute of Industrial\Eionment and Risks. Experts can be mobilized 24rtzoday in
case of an accident, in order to estimate the cuesees and improve the emergency response.

Development and improvement of the technologicatidents databasenamed ARIA (on the website
www.aria.developpement-durable.gouv.fr). It now emlavailable the details of more than 32,000 aotsdend is
continuously updated.

A better information to the public about major isthial risks The AZF accident highlighted the need of a better
and more easily accessible information:
The law of July 30, 2003 provides the creation ddaal information and dialogue committee (in Fiena CLIC,
standing for Comité Local d’Information et de Cortadon) around the most dangerous establishm@&hsir role
is to promote communication about risks betweerptitdic authorities, the operators and the civdisty.
Besides, the permits of Seveso establishmentmade available on the Internet, possibly with squblications
of the results of inspections.
In October 2003, France ratified the UN/EEC Coni@nbn the transboundary effects of industrial dents. It
aims at preventing industrial accidents that careheansboundary effects, preparing for and resipgntb them.
This convention deals with exchanges of informationase of an accident and providing a mutuakéssce.
Moreover, the law of July 30, 2003 lays upon ssli@rlandlords to inform potential purchasers oitees about the
technological or the natural risks regarding theperty.

An improvement of the involvement of employees anlcontractors in risk preventioso that each person on
site gets the same level of knowledge. It is imgarto draw the attention to the importance oftthman factor in
accidents: in 2008, 61% of accidents were causedrggnizational and human factors (Technologicaidents
inventory 2008). Under the law of July 30, 2003 emhployees and subcontractors are kept informemuigh their
representation in CLIC and in the working condiiphygiene and safety committee (in French, CHSEAnding
for Comité d'Hygiéne, de Sécurité et des Conditionbrdeail).

An_improvement of the victims’ compensatiomhe law of July 30, 2003 has described the notibra
technological disaster, that has to be inspectedffigial authorities. Within three months afteretidisaster was
officially declared or after the property damagesrevassessed, insured people receive a compensasgdor
people who are not insured against technologicalsiers, they get a compensation thanks to a gearamd.

Complete review of the requlations regarding righkvention
For some industrial sectors, the regulation has beade tighter (for instance, the regulation regaydsilos,
pyrotechnics, organic peroxides, petrol stations...
A national technical working group has been createtie end of 2008 to think about the ageing déigtrial sites.

New methodology for risk assessment and safetyrte@efore 2003, risk assessment was based on th&t-wor
case scenario. It was a deterministic approachlamef July 30, 2003 now requires that the risklgsis takes into
account the probability of occurrence, the kinetic the gravity of potential accidents (article fitlee law). It
allows to assess precisely and objectively the @abdity of an industrial site in its environmetit.can highlight
the need for reducing the risks at the source, Uifing down thepotientiel de dangefpotential of danger), or
reducing the probabilities of occurrence of the eptil accidents and limiting the consequences utjiro
organizational and technical safety measures.

The lessons learned from other “probabilistic” dagons (for instance, the Dutch or the British ukegions, the
French regulation regarding the nuclear plantsave proven extremely useful.

Then, in order to have a consistent implementatiooughout the country, the following actions héeen carried
out:

- 21 technical working groups have been created letv2002 and 2003. They cover many industrial seaor
substances, such as ammonium nitrates, LPG, chljammonia, flammable liquids, pyrotechnics, refes..
Inspectors, policy advisers, representatives ofaipes and technical experts are members of thesgpg,.
Their goal is to harmonize the practices withiname industrial sector and to share experience leetee
inspectors and the operators.



- A guideline describing the “General principles the elaboration of safety reports” has been issue2D06
(circular of December 28, 2006). It reviews all #lements that should be featured in a safety tepbis
circular makes also available other guidelines ndigg for instance the human factor, the assessuoietite
gravity of an accident , BLEVE and UVCE in LPG iétc.

- France's National Institute of Industrial Envirommheand Risks (INERIS) has published many scientific
documents about the new risk assessment methodolduggy are useful tools for both inspectors and
operators.

The safety report is a key element, as its resuttsdirectly used for decision making. The goveminias indeed
developed a risk matrix for assessing the socestakptability of the risk generated by a Sevesabéishment
(circular of September 29, 2005). The input datathe probabilities of major accidents and the nemd§ people
potentially exposed to their consequences. Theixn@te figure 1 below) defines three levels ofidestal risk:

- Acceptable (in white the matrix): the risk is acedye.

- Unacceptable (in red): the risk is too important.

- ALARP (As Low As Reasonably Practicable, in yellothe risk has to be reduced in order to becoméddias

as reasonably practicable”.

Effectthresholds

Effects Levels of effects AF
el Range probability scale
Significant |  Lethal | Irreversible | Indirect
lethal | threshold | threshold Probability E D C B A
threshold class
Thermal BW/mE | SKW/me | 3KW/me ! Rangeof | Oto 107 | 10°%ta 107 | 10710 107 | 107¥ 1o 1072 | 107210 1
|continuous) o N probability
Overpressure | 200 mbar | 140 mbar S0 mbar 20 mhar

Number of persons
exposed )

Gravity scale
Gravity Significont Lethal Trreversible

| lethal offest | offect | uffect
Disastrous | o | 100 | 1000
Catastrophic 11210 | 10w 106 | THKY ts 1AM
Signilicant 1 1 L Tl | 104 1K
Serbous | 1] | 1 L ltedn
Mislerate i 1] 1

Probability E
Gravity

Disastrous  ALARP 2/ NO
Cataxtrophic | ALARP class | ALARP class
3

P

Significant ALARP ALARP ALARP class
2
Serious ALARP

ALARP cluss
2

Moderate i
Risk Matrix
Fig. 1: A simplified risk matrix and its input @dateffects thresholds, gravity and probabilities.

New and existing establishments are distinguished:
- New establishments are authorized if there is midaat in the red zone and if the operator protas the best
available technologies for both prevention andgetion are used on the site.
- For existing establishments:
If there is one accident (or more) in the red zdhe,safety must be improved in order to reducegtheity
or the probability and, as a matter of fact, tratesthe accident in the yellow zone. If accidetitsremain in



the red zone in spite of an improvement of thetgatbe establishment is liable to be closed byGbeseil
d’Etat’.

- If there are accidents in the yellow zone, the afmerhas to add additional safety measures in dodexduce
the risk as low as possible, given an acceptalddeftectiveness ratio.

- If there is no accident in the red or yellow zortég, risk is considered as moderate provided tleeofishe
best available technologies on site.

- Moreover, the law of July 30, 2003 involves safiefgorts for transport infrastructurednere large quantities of
dangerous goods can be momentarily in presence.ifteaded infrastructures are the sea- and riveispo
marshalling yards and important parking lots.

- Overhauling of the land-use planning policigke Technological Risk Prevention plan (PPRT nenEh,
standing forPlan de Prévention des Risques Technologigue®ne of the flag-ship measures of the lawubf 30,
2003. The aim of the PPRT is to protect people ¢iing on the existing urbanization and also by waling the
future land-use planning in the vicinity of the &g top-tier Seveso establishments.

The whole process of the PPRT elaboration is choig in cooperation between the local authorities,operator,
the CLIC representative and the residents. The-tieael is estimated at approximately 18 months. Test
important stages are the following:

- Determination of theléa by combining the probability of a dangerous pheeoam and the potential intensity
of its effects. Aléas are calculated for each pahtthe territory and for each type of effects (thal,
overpressure and toxic effects).

- Analysis of the stakes in the vicinity of the editbment. The types if construction and public duigs are
distinguished.

- Cross-reference of ttéasand the stakes, allowing to draw a zoning map.

The PPRT process is summed up on the followingdigu

‘ List of dangeraus phenomena

4 4 4%

Effect thresholds Kinetic ‘ Range probability scale
(“""“ : gt Slowor Probability £ D c B | A
""""""" Sgnilicant | Lethal | Imeversche | Indirect st i o3
lethal | threshold | threshold Range of Do 10° I\ o1 | 1010 10 u o 10% ] 10% a1
threshold [n'ﬂh!!ﬂll\
Thermal Bw/md | Skwim' | 3kw/m? !
{continuous)
Overpressure | 200mbar | 140 mbar | S0mbar | 20 mbar
Maxcimum intensity of Significant lethal | Lethal Tirgverible Inditsst
the toxie, thermal or
averpressure ¢ffects on
’!‘.‘.'!'E!..".'.EJ!'E".P‘!“_‘!J l - . . =
Cumulative probability |
dirhetion of D | SEwD | <5E | >D | SEteD | SE| 3D [SEw6D |<5E AU
dimgerous phenomens |
ol 8 given point | | fo— o I —
Alea levels™ T - e tow

Three aléas maps are draw:

*Thermal;

*0verprassure;

stoxic.

Fig. 2: Simplistic scheme presenting the elaboragirocess of a PPRT.

! TheConseil d’Etatis the highest level of the French administratiuésgiction.

2 Aléa Probability that a dangerous phenomenon credfiest® of a given intensity, and over a determipedod of
time at a given point of the territory.



When the PPRT is finalized, it delineates a riskhasure perimeter, at the heart of which regulatedeg are
established. These zones can be either:

“ban zones”, within which future constructions &@nned (red zones on the figure 2 below). Insidke zbne,
areas can be defined for expropriation (dark redsion the figure 2 below) or relinquishments (darkght red
areas on the figure below).

or “limitation zones”, within which protective meags on the future or existing buildings can be polsory
(blue zones on the figure 2 below).

| Zones with possible pre-emption |

, Area for possible expropriation

| Area for possible relinquishment

Future urbanisation: banned f‘
Future urbanisation: accepted w/ conditions |

Fig. 3: Simplistic scheme of the zones and aresslting from the PPRT process.

In total, in France, more than 400 industrial elsshiments or industrial parks (and 900 towns) atgect to a future
PPRT. In July 2009, almost 200 PPRT are beingifiedland 13 are approved.

The real-estate measures (expropriation and raihqent) and additional risk reduction measuressaauated to
approximately 3 billion €. The financing of theseasures is subject to a three-way financial agreebetween the
State, the operator and the local authorities.

The law of July 30, 2003 has hallowed the use obabilities and frequencies into the French letimtaand
regulations regarding industrial risks. The risklgais, at the heart of the safety report, has twtake into account
the probability of occurrence, along with the kiogthe gravity of the potential accidents. Themmbined with the
gravity of potential accidents, the probabilityosls to assess the acceptability of an industriw@bdéishment in its
environment and the demonstration of risk contid. for land-use planning, probabilities are used the
calculation of theléas jointly required with an analysis of the stakfes,the elaboration of the PPRT.

2. PROBABILISTIC ASSESSMENT METHODOLOGIES USED INRRNCE IN COMPULSORY SAFETY
REPORTS

The French safety report comprises, among othegshia risk analysis and an assessment of majddestc
probabilities. In this second part, we will focus the scenario identification realized through tis& analysis, on
the methodologies used for assessing the relialdfitsafety barriers and on those used for assgdhim central
event frequencies. The methodologies and data inseder to assess the dangerous phenomenon froemteal
event frequency will be not detailed here. Thisludes in particular the use of ignition probab#iti and
meteorological data.



2.1 Scenario identification

The use of probabilistic concepts has turned oubdovery useful. All known possible scenarios ardeed
identified, analysed and graded with regards tar fvbability of occurrence. The probability allevetudying an
exhaustive list of scenarios without focusing thalgsis on low occurrence probability accidentd thad to large
consequences.

Under the new regulation regarding risk preventiam,industrial operator has to identify all knowmdgpossible
major accident scenarios, along with their prewentiand mitigation barriers. Some of the risk arialys
methodologies used are HAZOP, FMEA, Preliminarl gsalysis...

This analysis is then followed by the assessmenthefmajor accident probability, its kinetic and fotential
consequences. The French regulation does not nakpusory a specific methodology, as long as theratpr
justifies his or her choice. The risk analysis Uisuaentifies the possible central events (examptess of
containment) and their consequences (dangerousoptera), but also, the initiating events leadinghtem. In
order to present the results of this identificatmnocess, bow-tie diagrams have proven very useéhg. figure 4
presents an example of a bow tie-diagram.

Initiating | |
event1

Failure ) I Failure

=

Dangerous phenomenon 1

‘I
J

Initiating :
event 2

No effects

Dangerous phenomenon 2

Ll

initiating | |
event3 |
; No effects
Initiating
t Dangerous phenomenon 3
No effects
Initiating
events b Jgnition? :
N — SazsrszmsamEw
Initiating n - 3 Intermediate
‘Central event: Dangerous phenomena
events events
\ s | | | |

Fig. 4: An example of a bow-tie diagram

The bow-tie diagram is a combination of a simptifi@ilure tree and an event tree. It is composednhiating
evenls in the left side of the diagram. Examplesithting events could be a human error in anfjlprocedure, an
impact resulting of a vehicle collision, a hammé#e&... These initiating events lead to a cené&adnt which is
often a loss of containment. Then, the central eleads to several dangerous phenomena such as BLEMI-
over, pool fire, toxic cloud dispersion... Safeyriiers may operate in prevention (before the e¢mvent) or in
protection (after the central event). In the Frenegulatory framework, when protection barriers epesidered,
both the consequences of the success and theefadve to be assessed.

The probabilistic quantification of the scenarissan important aspect of the safety report. Neetetls, the
qualitative identification of initiating events, riteal events, prevention and protection safetyiberrand possible
consequences realized through the implementatidtheobow-tie diagram has to be considered alsoragjar step
of the safety report. In terms of safety, this steficeably improves the quality of the safety mepo



When the identification step is achieved, the gbihf the barriers to prevent the occurrence ohade or to limit
the consequences has to to be evaluated.

2.2 Safety barrier evaluation

In a French safety report, the barrier analysi iisain issue for the demonstration of the risk m¥nEor example,
the permit (or the operating authorization) processoduces the ALARP (As Low As Reasonably Pradile)

concept through a risk matrix (see the 2.3 part).b&fore-mentioned, if the risk is considered amcuaptable or
ALARP, operators have the responsibility to impletnadditional safety measures or to bring the ptbeir safety
system meet the ALARP requirements. Moreover, @léimd use planning process, the scenarios seliecteder to

define land-use restriction and modifications aedireed on the basis of the probability level and tarriers
implemented on the facility.

Under the French regulation, three kinds of sabetgriers have been identified: technical barriatsnan barriers
and barriers which gather both technical and huetaments (see figure 5 hereunder).

Satety barriers

T

i Fars Teclnical batiers
mnan Larriers

/ A A
-'rl
/ Manual Safety
Action Systems
."lllr
/
| 4

Human actions no .Safet:\-' Instrumented
supported by mechanisms T
technical safety R
elements
Pazsive Active

Fig. 5: Safety barrier typology (complementing the typology presented in tlie10 report (INERIS, 2005).

In order to be considered in the French regulatvaynework, a safety barrier has to meet the foliayvi
requirements. It has to be
- Independent: the safety barrier must be indeperafehe cause of the scenario or of the scenas@dfit
Effective: able to fulfil the safety function thittwas chosen for, in its usage context, for aqueof operation
process independent and independent of other Jadetiers.
With a response time in accordance with the kingtithe scenario.
Testable.
Covered by preventive maintenance designed to gteeahat performance levels are maintained oxes.ti

If these requirements are met, the safety baraerkme taken into account in the probabilistic gifi@ation of a
dangerous phenomenon. It reduces the occurrermeeiney of a given scenario.

The question is then how does the failure probighdf a barrier can be assessed, and so at whinaxhe
presence of the barrier will reduce the frequentya scenario. Actually, there are few data aboat fdilure

3 Definitions from the® 10 and Q 20 reports (INERIS, 2005 and 2006).



probability on-demand of a specific barrier. Morepvthe available data are generally an averadailofe rates
and are not applicable for a specific facilityaispecific environment.

In order to assess this value, INERIS has develapmeéthodology described in tkiel0 andQ 20 reports (INERIS
2005 and 2006). This methodology is illustratedtry figure 6. The assessment is based on the ¢emlad each
component of the barrier with regards to threeedat effectiveness (Eff), response time (RT) aadel of
confidence (LC). The level of confidence is themwerted into a “risk reduction factor” (RR). Thekireduction
factor represents by how much the presence of enddarrier would divide the frequency of a giveersrio. For
example, if there is a scenario with a frequency.20* and a barrier with a risk reduction factor of d(ptevent its
occurrence, this means that the frequency of teateoccurrence of the scenario and failure oftihgier” is 10%.
In order to assess the risk reduction factor ofwhele barrier, an aggregation of the data relédecomponents is
realised using a questioning process as describthe) 10 andQ 20.

Robot

[ Gas detection

Limited

Safety valve
closed

§
Relay —
b J

Effectiveness ! 100% _ Eff. : 100% Eff. : 100% Eff. : 100%

duration of
the leak

Human detection i
i | andemergencystop [T
i R

Responsetime :30s _ RT :10s RT :5s RT :15s

Riskreduction :10 RR :100 RR : 100 RR :10

Fig. 6: An example of the assessment of a baaideording to th€ 10 methodology

The level of confidence, and so, the risk reducfamtor of an active barrier is calculated usingeatrapolation of
SIL (Safety Integrity level) defined in the norm& KN 61 508 and NF EN 61 511. The approach destiibthese
norms has been extended to all active barriersc€oimg passive barriers and human barriers, ammanilevel of
confidence has been defined through literaturearebes. The level of confidence is then reducetherbasis of
different criteria (INERIS 2005 and 2006).

Most safety reports are based on this methodologyder to assess barriers. However, some othdrauelogies
based on the use of reliability data are also uethis last case, reliability databases such REDA and EIReDA
are often used.

When all identified barriers are evaluated, thediency of major accident can be assessed.

2.3 Dangerous phenomena probability

As operators are free to choose the methodologhetaised in the safety report for assessing therneoe
probability of a dangerous phenomenon, the metlogied can be very different. Since 2005, two main
methodologies have been used for major accidemigbility assessment:

Quantitative evaluation “from the central eventltmgerous phenomena”;

Quantitative evaluation “from initiating eventsdangerous phenomena”.
These two methodologies are approximately equakdu

The figure 7 presents these two methodologies.
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In the following paragraphs, these two methodolegiédl be detailed together with their advantaged Emits.

Quantitative evaluation “from the central eventdangerous phenomena”

This methodology is based on the quantificatiorewént trees using Boolean algebra. The centraltewrich is
often a loss of containment, is quantified usingegie central event data. In France, data mainipefrom the
Dutch “Purple book” (CPR 18 E, 1999) or from in-lsewperator database compiling and synthesizingrigedata
available in literature.

The main advantage of this methodology is its sititg] both for the operator to set up and for thgpector to
analyse. It also takes into account the activituree of the facility (for example, for a hoses lafscontainment,
frequencies are expressed by hours of use) olizke ef equipments (for example, for a pipes Idssoatainment,
frequencies are expressed by meters).

On the other hand, this methodology has severalslirirst, if the prevention of loss of containrhéna major
issue for the safety of an establishment, it is taéen into account into this methodology for thelabilistic
assessment. Site specific aspects like specifiolay possible domino effects and specific envirentare also
neglected. Indeed, these data aim to express aagev/atate-of-the-art of safety without consideratof local
specificities. This methodology is indeed adaptedatwork which focuses more specifically on limiat of
consequences. Beyond limits related to the useenkrc data, available generic data themselvespresome
imperfections:

Generic central event frequencies are an expressican average state-of-the-art safety in a giveriog.
However, details on this state-of-the-art (desifrequipments, norms and regulation in force...) moé always
available. As a result, the exact applicabilitydief these data is generally unknown.

When available, the applicability field can appeabe limited. Some of the data often used in Feac@me
from quite old studies. Examples could be frequenderived from Bush (Bush, 1975) or Smith and Videw
(Smith and Warwick, 1981) studies. It can be alsdeaulined that many of available data come fromlearcstudies.
Their applicability to the case of chemical plabften unknown.

A generally well accepted method used to balaneentin-specific characteristic of generic data & tke of
“correction factors”. However, an accurate quaadifevaluation of these factors implies a precisaedge of the
applicability field and distribution of causes lgtkto the loss of containment frequency.



Finally, data are not always available for all clieahfacility equipments (example: data relatedotibdepot
vapour treatment unit failures).

The good quality of central event occurrence datandeed, a major issue for the accuracy of thentjative
evaluation “from the central event to the dangenoienomena”. Unfortunately, although it has to btced that
some data from recent studies are available fagratequipments (example: oil open top floatingf taoks), good
quality data are rare in the public domain.

Quantitative evaluation “from the initiating evetot dangerous phenomeha
This methodology is based on the use of simplifellire trees and event trees. Two main approaahesised in
order to estimate the frequency of initiating egent

A first one uses reliability data, or generic frequies obtained by using reliability data. Thesa dan be available
for failure related to equipments. However, datatesl to human and organizational failures are Vienjted. A
second one, used by INERIS, is the assessmenteofréiguencies through a questioning process apjpiea
working group (which could gather for example tligk rmanager of the facility, people from the mairatece,
operators, etc.). Each initiating event is deribgdthe working group. They are expressed usingufeaqy classes
(frequency ranges). The table 1 presents the s€flequency classes usually used.

Table 1 Frequency classes used by INERIS in omeuantify initiating events

Frequency Failure frequency
class
F-1 Between 1 and 10 per year
FO Between 18 and 1 per year
F1 Between 18and 10" per year
F2 Between 18 and 10 per year
F3 Between 18 and 10 per year

Initiating events leading to a common central exaetcombined using AND and OR operators:

If any of the initiating event can cause the cdrdv@nt, an OR operator is used. In that casefrdggiency class
of the central event is equal to the minimum freguyeclass of the initiating event;

If multiple initiating events (and the frequencytbése events are below)Gare required for the occurrence of
the central event, an AND operator is used. In ¢hise, the frequency class of the central eveequsl to the sum
of the frequency classes of the required initiagrgnt;

If a prevention barrier exists, the risk reductfantor of the barrier is added to the frequencg<laf the cause,
which gives the frequency class of the intermedéant.

One of the more obvious advantages of this metlggois that it results from a deep analysis ofshfety and of
accident scenarios that could occur, their causdsbarriers that prevent their occurrence. Theegfsite specific
aspects (example: domino effects) and risk pregenissues are explicitly taken into account in plmbstic
calculations. In this framework, operator’s safetforts are well promoted and their effectivenesgémonstrated
qualitatively and quantitatively. The main possibkuses of an accident are identified and gradddnotion of
their frequency. The operator can, on this baaiget the future implementation of its preventigstem.

As the methodology of the quantitative evaluatioonf the central event to the dangerous phenomethnis,
methodology has numerous limits:

At first, when frequency classes are used, thesaasent does not aim to be as accurate as an assgessing
frequency values. This implies an increase of uaggres when there is a need for aggregating tbbabilities of
different dangerous phenomena;

This methodology can take longer time to carry ditie identification and the quantification of mplé
initiating events is a longer task than the definitand the quantification of a unique central éven

Some initiating events are difficult to assess.sTigfers mainly to rare events that the workingugrbave not
observed in their facility or in similar facilitieé\n example of this could be an external impaca@ressure vessel.
The frequency of some human errors may also beudliffto assess: distinguishing the occurrencenointiating
event from the occurrence of an initiating evergetber with the failure of a human prevention learmay be



difficult. In these cases, generic data on iniigtievents and reliability data can be used. Howewben this
solution is retained, the generic characteristicth# data implies several limits already preserdbdve. An
alternative way to assess the frequency of thesetevs the use of expert judgements. As for théhaamlogy from
the central event to the dangerous phenomenagpibe guality of input data is also a main stakehefquality of the
probabilistic assessment.

This second methodology fits better with the Fremebulation framework. Indeed, this framework givbs

possibility to exclude from the societal risk asseent (MMR matrix related to permit to operate) #me land-use
planning process a number of initiating eventstbeprake, pressure vessel metallurgic default, afirarash...) if
some conditions are respected. A probabilistic tfieation “from the initiating events to the damgas

phenomena” allows taking into account these exshssimore easily than a probabilistic quantificatitmom the

central event to the dangerous phenomena”.

2.4 Conclusions

In the French regulatory framework, the ministrg lpaoposed several guidelines for risk assessiienertheless,
the operator has the possibility to choose a gémeethodology in order to assess the reliabilitybafriers, the
occurrence frequency of events and ultimately t®ioence probability of a major accident.

The probability of an accident is estimated by nigkinto account safety measures (barriers). Thiopeance of
safety barriers is evaluated with regards to thiéowidng criteria: independence, effectiveness, tinesponse,
testability and preventive maintenance. A methoglplased in order to assess safety measures perfoema
described in th& 10 andQ 20 reports (INERIS 2005 and 2006). Reliability lgais and data may also be used.
These performances allow to decrease the occurfeggpeency of initiating events (corrosion, workearnby a pipe,
etc.) or of dangerous phenomena following the getuoe of a central event (loss of containment).

Concerning the assessment of event frequenciesitamn methodologies are used by French operatadefore
mentioned, they present advantages, but their fimaihis the lack of good quality data.

3. LESSONS LEARNED FROM THE USE OF PROBABILITIES

Six years after the law of July 30, 2003, a firstlgsis of the main challenges of the use of priitial is proposed
hereafter.

3.1 Site-specific frequency assessment

Under the law of July 30, 2003 and the regulatigsilting from it, an assessment of the frequenaiesvents is
required. As each industrial site is different, usarious types of safety barriers and can be dacat a different
environment, this assessment has to be site-spe&gia demonstration, two refineries could be m®red:

One refinery dating from the 1960s and locatedhv@nicinity of the sea,

The other refinery dating from the 1990s and lat&tean area without any oceanic influence.

It seems pretty obvious that the frequencies dfitimg events, such as for instance corrosion,nzdrbe equivalent.
Likewise, if the newest refinery has multiple bersi, the frequency should aim to reflect it. Thiplains why the
French national authorities promote a site-speesgessment.

Nevertheless, a certain homogeneity within a sardestrial sector is required. In order to facehgst difficulties,

the 21 technical working groups, created after 20@8/e proven very useful. They allow indeed opesat
inspectors and experts to share their experiemck,a8 a matter of fact, can help harmonizing prest

3.2 Database gathering central event probabilities



In relation with the importance of a site-spectigsessment, databases gathering central evenefiggs are not
scientifically satisfactory. Such databases canhetyt to discriminate the good sites from the badso neither the
prevention safety barriers are taken into accaumtthe age of the facility, the safety manageme#ts.a matter of
fact, it renders difficult to focus on safety impemnents and to make cost-effective investmentsmasy
informations on a given scenario are missing. Tizatwhy the French authorities do not promote such
methodologies.

3.3 Low frequencies

As before mentioned, in the French frequency sahke smallest frequency class is [0 =’[LGFrequencies lower
than 10° happen to be not statistically and scientificaiypresentative. In order to adjust this deficienoyo
alternatives could be identified:

Frequencies could artificially be increased, byecputionary approach. No scientific analysis enthonsidered
in this process.

The range of magnitude of frequencies could beifiedtby taking into account the failure rates eaffedy
barriers.

The second alternative has been chosen in FrarganAllustration in the land-use planning, the PRR®es not
take into account the most improbable dangerousgrhena, provided the following conditions (Circulafr
October 3, 2005 regarding the implementation of PHR

Their probability has to be lower than™.0

In order to be sure that the probability is notiirgic of the phenomenon, it should take into act@t least two
technical safety barriers.

In case of an increase of the probability of falen-demand of any of the safety barriers, the aritity has to
remain lower than 18

If all the above mentioned criteria are met, thiea dangerous phenomena will not be taken into adtcfou the
land-use planning.

4. CONCLUSIONS

The law of July 30, 2003 has created very powethdls regarding risk prevention, crisis management,
communication to the public, involvement of empleyand subcontractors and land -use planning.

Before 2003, only the worst-case scenarios werentéto account according to a deterministic apghodhe law
of July 30, 2003 has introduced the use of freqigsnand probabilities into the French system. Jédfety report
has now to describe accurately the probability afusrence, along with the kinetic, the gravity bé tpotential
accidents. Then, combined with the gravity of pt&raccidents, the probability allows to assegsdbceptability
of an industrial establishment in its environmend dhe demonstration of risk control. As for largkplanning,
probabilities are used for the calculation of téas jointly required with an analysis of the stakés, the
elaboration of the PPRT.

Several methodologies for risk assessment can ee (agperator choice), but the French authoritie®da the
probabilistic quantification “from the initiatingvents to the dangerous phenomena”: safety bamiersvell taken
into account (and the operator efforts are thetebg@romoted) and it is site-specific. Moreover;, floe land-use
planning, it can be helpful to exclude some verg dangerous phenomena.

More precise conclusions about the benefits andctialenges brought about by the use of frequenares
probabilities in French risk prevention policiedlwie available at the end of the whole PPRT preces
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